Keeping our
children safe online



How does our child use the internet to connect
with others?




E-safety In our curriculum

» E-Safety is embedded in our curriculum and we will confinually look for new
opportunities to promote it

» The school feaches internet skills in Computing lessons throughout Key Stage 3 and 4

» Faculties teach about E-Safety where cross-curricular links apply

» Students are made aware of the impact of online bullying and know how to seek
help

» Safer Internet Day is commemorated with e-safety assemblies and Computing lessons
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Summary of parental concerns (3 - 17 yr-olds)

Parental concerns

Sharing personal information online

65% Them giving out personal
@ details to inappropriate people
62% Companies collecting information
about what they are doing online

Exposure to inappropriate content
g 75% Seeing adult or sexual content

T7% Seeing any other type of
inappropriate content

Experiencing harm or detriment Reputational damage

70% Them being bullied online/cyberbullying I 55%
Damaging their reputation
l either now or in the future

o 68% Seeing content which encourages them to hurt or harm themselves

599%, The possibility of them being influenced by extreme views online

% Parents whose child age 3-17 goes online

51% The pressure on them to spend money online

Q
LGfL Source: Children and parents: media use and
attitudes report 2024
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Do you know
dailye

“l find it hard to
control my child's
screen time”

3-4 5-7 8-n 12-15  16-17

online

« Children spent an average 3 hours 5
minutes per day accessing the internet,
ACross smartphones, fablets and
computers

« Fourin ten (39%) parents of children
aged 3-17 report finding it hard to
control their child’s screentime

Source: Children and parents: media use and
attitudes report 2024
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What can we do...
We need to have this

conversation with our children

We need to be updated with the
latest social media apps

We need to make sure we, as parents
and guardians, are examples

We need to work together in
keeping our children safe



Some More tips

Kids learn by Model
not what we say

Helicopter, Show
Plough, Restrictive, Give
everything. — Find a
balance

Be involved In
their world

Listen 1o them
Not react

Boredom creates
creafivity

Involve them with
rules, rewards and
conseqguences.












School Website

Supporting your child with internet safety

» We have provided you with information on different types of social

media like on our website.

Please take fime out and go onto
out welbsite for more information

hitps://n%.cl/jyimtx



https://www.crownhills.leicester.sch.uk/_site/data/files/users/260831171B86E7B7DFA213A132491490.pdf
https://www.crownhills.leicester.sch.uk/_site/data/files/users/260831171B86E7B7DFA213A132491490.pdf
https://n9.cl/jyimtx

What works for one doesn’t always
work for the other. We all make
mistakes but we need to continue to
try. Children don't always understand
but they will appreciate it when they
become older and definitely when
they will be parents.

Any tips which you have tried that
you can share.
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Digital devices at home deliver media,
entertainment and internet access for

the whole family. They also provide new
opportunities for creativity and learning. How
can parents and carers help children get off to
a good start using digital devices? This guide
provides some tips and checklists to help you.
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What is most important?

|. Use digrtal devices together with your child

2. Think through the rules you want to set for
media and technology use at home

3. Learn more about services, content, technology
and age ratings

4. Teach children good internet habits early on —
you are their most important role model!

YOUNG CHILDREN AND SCREENTIME | 3



|. Use digital devices together

Get involved in your child's online activities. Have fun, play games and
learn together online, just as you would in the physical world. It will
then be natural for your child to turn to you if they experience anything
upsetting online.

TALKING TO YOUNG CHILDREN

Young children might not understand concepts such as ’the internet. Can you explain issues in an age-

appropriate way, using examples from daily life? For example, we don't talk to strangers in the park oronline.

YOUNG CHILDREN AND SCREEN TIME



Spend time with your child online and
take an interest in what they’re doing.

Children can benefit in many ways from

being online. They can learn new skills, find
information, follow their interests, socialise with
friends, express themselves, be creative, help
other people, play and have fun. What is your
child interested in online? (And what bores
them?) Can you help them to interact with
their online world, and get the most out of it?

Talk about what you experience online
together — what is good and not so good,
and why.

If parents only talk about the risks of being
online (and not the benefits), children may be
less likely to confide when there is a problem.
For older children, ask how their use of the
internet has changed over time.

Young children might not understand
concepts such as ’the internet’.

Use age-appropriate ways to talk about being
online and risks. Help your child consider that
not everything online is true or authentic.

Is your child ready to explore the online
world on their own?

Keep up the conversations about what they're
doing and who they're talking to. Let them
show you.

Children can come across unsuitable
online content by accident.

This could include bullying, violence, animal
cruelty, extremism, misleading information,
bigotry, pornography and all forms of abuse.
Things that some people find funny can upset
others. Help your child to understand how
one person’s online behaviour can affect
others.

Talk to your child about what to do
if something online makes them feel
uncomfortable, scared or upset.

Be clear that they should tell you or another
trusted adult. Talking about potential risks
before they occur may make your child more
likely to turn to you for help.

YOUNG CHILDREN AND SCREEN TIME
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2. What rules do you want to set
for media and technology use at
home?

Clear family rules can help your child have a positive start to their digital
life and get the most out of being online. Ask your child to help create
some family rules.

HELP YOUR CHILD ACCESS APPROPRIATE CONTENT

o Select websites, apps, online games, films and videos that are age-appropriate. View them before you let
your child use them.

o Create shortcuts and install appropriate apps on devices used by your child.

YOUNG CHILDREN AND SCREEN TIME



Agree positive family rules together
with your child.

Include which fun, interesting and engaging
activities s/he is allowed to do online. How
do adults spend time on devices? Can the
family agree screen-free times e.g. meal
times? Consider reducing media use before
bedtime and overnight. Are some areas of
the home easier to supervise your child?

Which online services is your child
allowed to use?

Select websites, apps, online games, films
and videos that are age-appropriate. Create
shortcuts or links for your child to use.
Install appropriate apps on mobile devices
used by your child. Do you want your child
to download games and apps themselves?
How much money can they spend?

Will the same rules apply when your
child is visiting friends or relatives?

Can older siblings act as good digital role
models! What advice would they give to
their younger siblings? Tell family and friends
about your family rules and parental controls.
Share ideas for family-friendly websites,

apps, games and films. Suggest the topic be
discussed at a parent’s meeting at school.

* Consider the quality of online activities

not only the amount of screentime.

Encourage a mix of online and offline

activities. If you are worried about screen

time, consider if your child is:

- Physically healthy and sleeping enough

- Connecting socially with family and
friends online or offline

- Engaged with and achieving in school

- Pursuing interests and hobbies (in any
form)

- Having fun and learning online

If most answers are 'yes', screen time may be

less of a concern.*

Children can become engrossed in an online
activity and unable to keep track of time.
They can be confused and upset when a
parent suddenly says the time is up. An
alternative approach is to sit down with your
child and ask some simple questions about
what s/he is doing online. This can help to
gently coax your child out of the activity and
bring their focus back to the physical world.

* Blum-Ross, A. & S. Livingstone (2016) Families and
screen time: Current advice and emerging research.
Media Policy Brief I7. London: Media Policy Project,
London School of Economics & Political Science.

YOUNG CHILDREN AND SCREEN TIME



3. Learn more about services,
content, technology and

age ratings

Many digital devices, services and content providers offer a range of
parental controls. You can choose the type of content and options that
are suitable for your child. Test different settings to get things right before

allowing your child access.

PASSWORDS

e A password is like a house key - it unlocks
services, apps and games, the ability to spend
money and to socialise online.

o Passwords should be easy to remember, but
difficult to guess. For example, they could
be a song or a sentence including numbers,
symbols, upper and lower case letters.

8 | YOUNG CHILDREN AND SCREEN TIME

Teach your child not to share passwords with
anyone.

Could your password unlock inappropriate
content? Consider the implications before
sharing a password with your child.



TIPS:

What options do the devices/services
your child will be using have?

Will your child have his/her own device,
use your device or is there a shared family
device?

Is there an option to adapt the device/
service to your child's needs?

Check if your child's device allows you to
lock parts of the screen — so they can stick
to one activity.

Some websites, apps and services have a
children’s version.

Is there an option to activate safe search?
This does not guarantee to filter all harmful
content, so supervision is still required.

Test services/sites to ensure they are suitable
for your child.

Check the age ratings for apps and games
(‘PEGI ratings’) and films e.g. in the app store
or in terms and conditions.

Check if the app wants to access personal
information such as location. Can this be
switched off?

Do you want your child to be able to:
Use the internet (wi-fi or mobile data)?

Spend money online e.g. on a website or in
games and apps?

Use your password to download new games
and apps?

Socialise, share information, photos and
videos with others?

Consider how your child will use an
online service, app or game:

What kind of content is there? What positive
or negative experiences could your child
have?

Can your child easily access other content
using links or suggestions?

Is there advertising? Does it target children or
adults?

Does the service allow communication with
other users! Who is the typical user of this
service! What options are there for sharing
photos/videos, and is the service moderated?

YOUNG CHILDREN AND SCREEN TIME
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Purchases in games and apps

In many games and apps, You can progress faster in the game if you spend
money. Some games allow players to gamble or trade as part of the
game. This could be real money or it could be virtual money, stars, gold
bars, useful items in the game, or other things you earn by playing.

Free games, apps and services may get income from showing adverts.
They may sell personal information to advertisers. They may also
encourage users to buy new games or apps.

Children may not understand the difference between virtual and real
money In games. Many games are so inturtive that children spend money
in the game without the help of an adult. They could spend real money
without realising it or their parents/carers being aware.

YOUNG CHILDREN AND SCREEN TIME



You can restrict the ability to spend money
on most mobile devices e.g. by setting a
password. Here are some tips:

o The app store will usually state if you
can spend money in the app (e.g.'Offers
in-app purchases’) and show a price list.
Read this before deciding whether your child
will have permission to spend money in the

app.
o Check your device settings:
Can you set restrictions on in-app purchases?

Do you want to allow purchases for a limited
time? What timeframe does your device offer?

Can you set restrictions on purchases from
shopping websites?

<

Do you want your child to have full
access to buying services and making in-
app purchases?

Do you want your child to know your
password?

Do you want him/her to ask you before
installing new apps, games or other
password-protected content?

Talk about gambling
Ask your child about how they progress
when playing a game game. Is there

pressure to spend real or virtual money, or
to gamble?

YOUNG CHILDREN AND SCREEN TIME I



4. Teach your child responsible
internet use early on

Both adults and children enjoy sharing moments with family and friends
through online images and videos. Taking photos and recording video
with mobile devices is fun for young people. There have been cases

of young people sharing images online without realising and without
parents/carers being aware.

ASK BEFORE SHARING

Always ask permission before sharing or tagging a photo of someone else (adult or child) online.
Your child will learn from you that they should ask first before sharing.

12 | YOUNG CHILDREN AND SCREEN TIME



TIPS:

As soon as you post anything online, others
can share or download it. Here are some
tips to consider:

*  Should your child be able to share
information, photos and videos (with whom)?
Should s/he have access to shared photos of
family and friends?

* Consider the websites, games, apps and
other services that your child uses. Could
they enable your child to communicate with
strangers? Could this be anonymous!?

*  What information is your child asked to
provide when s/he starts using a game, app
or website?

* Does your child have access to your
contacts? This could be through social media
or apps, games and other services.

* Isthere an email account on the device your
child uses, so they can send emails from it?

* How does the mobile device connect to the
internet (e.g. wi-fi, 3G or 4G)? The options
for blocking content can vary.

There are many options for
sharing photos with just a few
people of your own choosing.
This could be through social
media or using a photo album
on a mobile device. Talk about
how photos that are shared in
closed groups are only intended
for those you have selected.
They should not be shared with
others.

There are special photo sharing
services and social networks for
children. It might be useful to find
out about these and how they
work. Most social networks have
a minimum age of |3, and are
often not suitable for younger
children.

YOUNG CHILDREN AND SCREEN TIME
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You are the most important

role model

Adults are the most important role models for children. Children listen to how adults talk to each
other and how they talk about other people. They pay attention to how adults use digital devices,
when and how much time they spend online and what they share online. They may mimic this
behaviour. This is why you are the most important role model to your child. Talk to your child about
your own online behaviour and help them decide to behave responsibly online.

THINK ABOUT:

*  Who you are online and on social media

How do you present yourself online? What
information, photos and videos have you
shared? What have other people shared
about you?! What does your digital footprint
look like?

* How do you talk about and to other
people? Does it differ if you’re at home,
on the phone or online?

* Do you ask before you share images
and information about other people,
including your child?

YOUNG CHILDREN AND SCREEN TIME

How and when do you use digital
devices to get the most out of being
online?

Do you have the same or different rules for
adults and children at home!?

Do you have 'screen free’ times of the
day?

It can be difficult for children to
understand that adults need to use
digital devices even when children
are not allowed. Setting out family
rules can reduce disagreements
later on.



Useful links

Guidance and tools for families

Adpvice for parents from the UK Safer
Internet Centre:

www.saterinternet.org.uk/parents

Advice on screen time from Common
Sense Media:

www.commonsensemedia.org/screen-time

Family agreement from Childnet:

www.childnet.com/resources/family-
agreement

Digital 5-a-day campaign from the
Children’s Commissioner for England:
www.childrenscommissioner.gov.
uk/2017/08/06/digital-5-a-day

Advice for parents from Internet Matters:

www.internetmatters.org/parental-controls

Device Free Dinner initiative from
Comment Sense Media:

www.commonsensemedia.org/device-free-

dinner

Apps and social media

Guides to social media platforms from the
UK Safer Internet Centre:

www.sdaferinternet.org.uk/advice-centre/
social-media-guides

Advice on apps from Internet Matters:

www.internetmatters.org/advice/apps-
guide

Games

Advice on games and how to check if they
are appropriate for your child:

www.askaboutgames.com
www.pegi.info/en/index
www.commonsensemedia.org/reviews


https://www.saferinternet.org.uk/parents
https://www.commonsensemedia.org/screen-time
http://www.childnet.com/resources/family-agreement
http://www.childnet.com/resources/family-agreement
https://www.childrenscommissioner.gov.uk/2017/08/06/digital-5-a-day
https://www.childrenscommissioner.gov.uk/2017/08/06/digital-5-a-day
https://www.internetmatters.org/parental-controls
https://www.commonsensemedia.org/device-free-dinner
https://www.commonsensemedia.org/device-free-dinner
https://www.saferinternet.org.uk/advice-centre/social-media-guides
https://www.saferinternet.org.uk/advice-centre/social-media-guides
https://www.internetmatters.org/advice/apps-guide
https://www.internetmatters.org/advice/apps-guide
http://www.askaboutgames.com
http://www.pegi.info/en/index
https://www.commonsensemedia.org/reviews

¥
UK Safer () SWGFL

Education that Clicks

Internet - cune:

— ¢ |nternational

www.saferinternet.org.uk

Adapted with the kind permission of the Norwegian
Media Authority from the original resource
Young Children and Screen Time - a good start
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Supporting your
child with
Internet Safety




Mded Screen Time

CROWN HILLS

COMMUNITY COLLEGE

Children are using devices at a younger age,
so it's important to consider setting controls on
the devices they use. These guides give you
simple steps to manage everything from
location tracking to social media use and

parental controls.
Restrictions you can apply

P0CMEOO
3

https://www.internetmatters.org/parental-
controls/smartphones-and-other-devices/



https://www.internetmatters.org/parental-controls/smartphones-and-other-devices/

w  Web safe browsing

CROWN HILLS

COMMUNITY COLLEGE

The internet is a public and open place, one
where anybody can post and share content.
This is part of the fun but it does mean that your
child might see something that is intended for
adults which might confuse or upset them. This
could be violent or sexual content, extreme
opinion or inappropriate advertising. No matter
how young your child is, if they are using the
internet you will need to have the conversation
with them about ‘things they might see’ online.

How to set up filters on your home internet to
help prevent age inappropriate content being
accessed on devices in your home.

https://saferinternet.org.uk/guide-and-resource/parental-
controls-offered-by-your-home-internet-provider



https://saferinternet.org.uk/guide-and-resource/parental-controls-offered-by-your-home-internet-provider

\& ¥ Top Tips

CROWN HILLS

COMMUNITY COLLEGE

Here are some top tips to keep your children
safe online :

1. Get involved in your
children’s online activity at

BRI v3B%RnERMhat applications they are using,
especially chat rooms and games played with others
online. Ask who their online friends are. Get them to
teach you about how things work. Set up accounts
with them.

2. Support school

We have an acceptable use policy at
school. Use the Family agreement
at home. Report any concerns.

3. Encourage Internet use that builds on
offline activities

It helps to keep the computer in a family room not tucked
away in a child’s bedroom. Help your children to use the
Internet for homework and leisure interests. Do things
together. Reflect on how much ‘gaming’ time they have.

4. Use some of the tools on the computer to help

Parental settings as found in the screen time w
U J

section previously.




M Useful Links

CROWN HILLS

COMMUNITY COLLEGE

Supporting families online -

Get expert support and practical tips to help
children benefit from connected technology
and the internet safely and smartly. Use the
links below to help you get what you need.

1. Concerns on how your child is using
the Internet and how to report incidents

1.

https://www.thinkuknow.co.uk/parents/

2. Online Issue, Setting Controls and
guides: 2. =

3. Social Media Guides:

https://saferinternet.org.uk/guide-and-
resource/social-media-guides



https://www.thinkuknow.co.uk/parents/
https://www.internetmatters.org/
https://saferinternet.org.uk/guide-and-resource/social-media-guides
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